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Introduction

In 2014, we saw yet another repeat of the claim that 
‘banking secrecy is over’, as some countries began to 
commit to a new agreement to share information on money 
held offshore.1 But the picture is not consistent: with only 
52 countries currently signed up to implementation, and 
very few of them developing countries, it seems that 
banking secrecy may be over for some, but not for others. 
In 2013 we identified the challenges involved in creating a 
system of information exchange that works for developing 
countries;2 now, with much of the new system in place, we 
assess the progress and consider what else needs to be 
done to ensure that banking secrecy really is over, for all.

The problem

The problem can be simply described: tax evaders 
(and money launderers) are hiding their assets in other 
jurisdictions, safe in the knowledge that their home 
authorities cannot find out about them. They do not 
declare them and so do not pay the taxes they are 
required by law to pay, or they get away with laundering 
the proceeds of crime.

The impact of this is significant. Estimates of the volume 
of assets held offshore are large, somewhere between  
$8 trillion and $32 trillion (around a third of which comes 

from developing countries).3 Only a fraction (20% or less) 
of this is thought to be declared for tax purposes, meaning 
the vast majority is evading tax.4 For developing countries 
the problem may be especially severe: while only an 
average of 6% of worldwide assets are held offshore, the 
figure is estimated to be more than 25% for Latin America 
and almost 33% for the Middle East and Africa.5 This 
represents a huge potential loss in income tax revenues.

The solution

A comprehensive solution to the problem of illicit financial 
flows is inevitably complex. However at the heart of it is 
a simple principle: that information should be available. 
Some should be made public (e.g. the real [beneficial] 
owners of companies), while some will be confidential 
(e.g. bank account information) and so can’t be made 
public, but should still be shared automatically between 
authorities. While the principle is simple, the reality is 
more complex, especially for developing countries with 
limited political and economic power. Ensuring that 
developing countries can benefit therefore needs careful 
attention. Information exchange is also vital, not only to 
help developing countries raise the revenue they need, 
but also to create a truly global system that gives tax 
dodgers nowhere to hide. 
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Flaws in the Common Reporting Standard

The Tax Justice Network has identified 35 flaws in the Common Reporting Standard proposed by the 
OECD that will affect its efficacy.6 These examples and others need to be resolved to ensure AEOI works:

•	 Without accurate public registries of companies’ 
beneficial ownership, the owners of accounts 
may not be identified.

•	 ‘Hard’ assets are excluded – funds being  
hidden from the authorities aren’t always in  
a bank account; they may be in real estate, 
yachts, art warehouses or a safe deposit box. 
While registries of ownership often exist for 
these assets, there is no obligation to share  
this information.

•	 Some trusts (and other similar entities)  
are excluded.

•	 Accounts opened by entities (i.e. companies, 
trusts etc.) before 2016 (including new accounts 
for existing customers) do not have to be 
reported if they contain less than $250,000.

•	 Details on account balances are only required on 
a fixed date each year. This creates a loophole 
under which assets can be withdrawn for a day 
to avoid being reported.
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The challenges

Previously we identified several key challenges for 
developing countries (international treaties, confidentiality, 
requirements for reciprocity and the ability to use the 
information received).7 Some progress has been seen in 
most of these areas over the course of 2014, but much 
work remains to be done if the benefits of information 
exchange for developing countries are to be maximised.

The current situation 

Following the G20 and other governments’ commitments 
in 2013 to establishing Automatic Exchange of Information 
(AEOI) as the new global standard,8 developments 
have been rapid. The Organisation for Economic Co-
operation and Development (OECD) has produced a 
Common Reporting Standard (CRS), which sets out the 
requirements for the information that will need to be 
exchanged. The CRS and its guidance have developed 
somewhat over the year, and while it has improved, there 
remain some concerns that loopholes have been left 
untackled (see box on previous page).

Alongside the CRS, the OECD has also developed a 
Multilateral Competent Authority Agreement (MCAA) – the 
legal platform for jurisdictions to exchange information. But 
the MCAA, rather than being a straightforward multilateral 
agreement where all signatories agree to share information 
with all other signatories, has a few novel features. There 
are concerns that some of these may cause problems, 
both for the working of the system in general and 
especially for developing countries. For instance:

•	While multilateral in name, the MCAA is bilateral  
in practice because it requires each jurisdiction to 
actively decide which other jurisdictions it wants to 
exchange with.

•	Some countries (e.g. the Bahamas9 and Switzerland10) 
have indicated they will only choose those countries 
they have a political or economic imperative to share 
information with, and developing countries are not likely 
to be high on this list. 

•	The standards of confidentiality required are subjective 
rather than objective.

•	This may lead to prejudice against developing 
countries, as discussed further below.

•	It allows for some jurisdictions to opt out of receiving 
information.

•	Whereas there is a good reason to allow non-
financial centre developing countries a limited time 
to adjust to the costs of supplying information, there 
appears little reason to legally prevent a jurisdiction 
from receiving information. If they don’t need it 
(if they have no income tax) they can refuse the 
information or destroy it, but legally preventing it 
being received may also prevent it being collected, 
and reduce due diligence. This could create an 
incentive to become (or pretend to be) a citizen of an 
exempt jurisdiction in order to avoid any scrutiny (not 
just about tax but potentially money laundering too).

The developing countries roadmap

Commitments were seen in 2013 towards ensuring 
that developing countries benefit from the progress in 
information exchange.11 In 2014 there were concerns that 
this commitment might be being diluted, as both the G7 
and the CRS appeared to drop references to including 
developing countries.12 However, the end of 2014 saw 
the delivery of the G20 commitment on AEOI: the Global 
Forum on Transparency and Exchange of Information 
for Tax Purposes produced, for the G20 Development 
Working Group, a roadmap on how developing countries 
could participate in AEOI.13 This would be used to test 
how seriously the needs of developing countries were 
being taken. 

The proposals that they have recommended are essentially:

•	encouraging developing countries’ membership of the 
Global Forum

•	raising awareness and building political support for 
information exchange

•	integrating developing countries into information 
exchange through capacity building, including by 
developing resources and pilot projects.
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There is little objection to any of these as principles,  
but there is a concern that the way they are addressed 
in the roadmap has a misplaced focus. The focus is on 
meeting the costs, when it should be on minimising  
them – and even more importantly, on maximising the 
benefits. This misplaced focus may come from not 
acknowledging a crucial difference between developed 
and developing countries. 

In developed countries the offsetting of the costs 
of compliance with AEOI can take place rapidly, if 
not immediately, with the increased revenues from 
offshore funds. The OECD has reported that merely 
the announcement that AEOI is coming has provoked a 
change in compliance by many taxpayers, and an extra 
$37bn in revenue has been collected as a result.14 For 
developing countries, it is less certain that the process 
will be so quick – in many cases the revenue authorities 
need to develop further before the data can be used 
effectively, both in investigations and as a deterrent.15 

This is a crucial distinction. While the benefits may 
ultimately be proportionally greater for developing 
countries (because the share of capital held offshore is 
higher), the time taken to realise them will be longer. 
The logical response to this is to focus on two priorities: 
maximising the benefits for developing countries, and 
minimising and spreading the costs they incur.

Below we consider the three main recommendations from 
the Global Forum roadmap, identifying the strengths and 
weaknesses of each, and how they could be improved. 
We then look at what is missing from the roadmap.

1. �Encouraging developing country  
membership of the Global Forum

Having a global forum for information exchange is almost 
certainly necessary; it provides a context for discussion, 
agreement and peer review. But questions do remain as 
to whether the Global Forum is the right global forum. 
While the Forum has a membership of 127 jurisdictions 
and a reach that goes significantly beyond that of the 
OECD, it remains closely linked to the OECD in a number 
of tangible ways, such as being housed together and 
Global Forum staff having OECD email addresses.

There are increasing calls from developing countries for 
a genuinely global international tax body (i.e. under the 
auspices of the UN16), largely due to objections to the 
OECD’s dominance over international tax issues. Because 
of this, there must be questions over whether a forum so 
closely linked to the OECD, the members of which must 
each pay a minimum of €15,300 a year,17 is something 
that developing countries will actively want to join.

There is also a risk that basing the Global Forum in the 
OECD in Paris creates a structural imbalance between 
developed and developing countries. OECD countries 
all have permanent delegations to the OECD (including 
ambassadors), whereas developing countries do not and 
this makes it much easier for OECD countries to develop 
the relationships with both the OECD itself and other 
member countries that give greater influence and build 
common negotiating positions. 

Furthermore, while some form of peer review mechanism 
for compliance with AEOI will be necessary, it is 
understandable that developing countries may have 
concerns to signing up to peer review by the OECD-
dominated Global Forum.

As the debates about moving power away from the 
OECD continue, it may be necessary to also review the 
links between the Global Forum and the OECD and how 
it affects developing country perception of it. So far, there 
appears to have been little analysis of this issue.

2. �Raising awareness and building political 
support for information exchange

Again, building a solid base of support is clearly 
necessary, but there would appear scope to do this 
more effectively than in the particular ways proposed 
in the roadmap. It is pleasing that the Global Forum 
acknowledges that AEOI is complementary to exchange 
on request18 so the two can be developed in tandem. 
While AEOI will cover a limited range of information, 
primarily on individuals, on request information exchange 
enables a much wider range of information. This can be 
used both to verify and further investigate information 
received under AEOI, and to obtain information not 
covered by AEOI to investigate tax evasion and avoidance 
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(e.g. investigations into MNCs). The Global Forum also 
recognises that the costs are not necessarily that great 
(though they could be lower still if some were deferred, 
see below).19

These facts have not always been acknowledged in 
the past and this caused concern in many developing 
countries, which foresaw a long two-stage process on 
information exchange, as well as excessive costs. Unless 
the benefits are clear, the costs, even if reduced, will still 
act as a barrier to generating political support. 

While the roadmap does acknowledge this,20 the solution 
it envisages is through encouraging developing countries 
that are already part of the Global Forum to engage in 
the AEOI group. It also favours the sharing of officials’ 
experiences, as well encouraging G20 countries to share 
the benefits they have received from AEOI. While this is 
all fine, it fails to provide the evidence that would really 
make a difference, the potential benefits to developing 
(not G20) countries. 

The proposed African Initiative, which sees African 
governments engaged in AEOI help bring other African 
countries into the process, is potentially useful for this 
purpose. It may also help developing countries build 
common positions to take into international negotiations 
– something that appears common among developed 
countries, but rare among developing countries. However 
the African Initiative still cannot provide the data that both 
awareness and political support can be built on. 

The data needed is about the offshore assets of citizens/
residents of developing countries. We have some 
estimates at the aggregate level – for example that 
around 33% of the Middle East and Africa’s assets are 
held offshore.21 However for individual countries to get 
engaged (and for the public to put pressure on countries 
that are not taking action on offshore wealth) we need 
this information broken down at a country level, to 
make it relevant. Furthermore, given that there needs 
to be an additional bilateral agreement between each 
set of exchange partners before AEOI can commence, 
developing countries need to know which jurisdictions to 
focus their attention on securing agreement from. 

The Bank for International Settlements (BIS) does hold 
much of this data, but does not allow access to the 
disaggregated country level that would enable at least 
indicative analysis to take place. Making this data public 
would be a huge step forward in helping raise awareness 
of the benefits of AEOI. However the Global Forum has 
not put this forward as a recommendation; instead it 
suggests that G20 counties may choose to share some 
data about the assets of residents of developing countries 
held in their financial institutions. While this would be 
useful, it would only give a partial picture, and would not 
include many of the offshore jurisdictions most used 
to hide funds (i.e. the tax havens). We would therefore 
recommend that:

•	BIS data be made public and/or all jurisdictions publicly 
publish aggregate data on the assets held in them by 
developing country residents, broken down by country22 

•	all G20 countries publish such data, and ensure that 
jurisdictions affiliated to them (e.g. British Virgin Islands) 
do likewise.

Alongside helping to provide information to help show the 
potential benefits of AEOI, there is also a role for practical 
assistance to realise those benefits.

3. �Integrating developing countries into 
information exchange through capacity 
building, including by developing  
resources and pilot projects

Building the capacity of developing country tax authorities is 
clearly necessary, but it will take significant time and money.

There is a need for developed countries to commit to 
long-term assistance to help developing countries build 
their capacity. Currently only 0.1% of official development 
assistance (ODA) goes towards supporting domestic 
resource mobilisation, a tiny fraction given the potential 
returns of around $350 for every $1 invested.23 While 
the roadmap identifies the need for capacity building to 
meet the costs of AEOI, it is also needed to maximise 
the potential benefits of using the information. There 
are various ways in which this could be done, including 
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support for IT systems, introducing Taxpayer Identification 
Numbers and others, many of which go beyond just AEOI 
to improving tax systems more broadly. This highlights the 
need for better coordination in tax capacity building. 

It is possible that some of these needs will begin to be 
met through the pilot projects being introduced, where 
developed and developing countries work together on 
introducing and improving information exchange (Spain-
Colombia being the first), but a more concerted effort 
is needed to ensure long-term support is available to all 
developing countries that need it. 

We also need to be aware that capacity building is not 
the only answer. The gap is too big – for example, for 
Sub-Saharan Africa to have the same number of tax 
officials per capita as the rest of the world, there would 
need to be another 650,000 officials.24 This is a huge 
gap just in personnel, before IT systems and other 
resources to support them are taken into account; it’s a 
gap that won’t be bridged for some time. That doesn’t 
mean that we shouldn’t bother, but it does mean that in 
addition to capacity building, efforts also need to be made 
for capacity accommodating – finding ways to make 
international rules and norms more applicable to revenue 
authorities with constrained capacity.

The most obvious ways to do this with respect to AEOI 
are those already identified.25 There must be: 

•	a proper multilateral framework

•	with an objective standard on confidentiality

•	with provision for non-reciprocity in information 
exchange for a limited period while developing 
countries build their capacity and can use the increasing 
revenues resulting from AEOI to reinvest in capacity.

Multilateralism

As highlighted above the multilateral framework  
currently being proposed falls somewhat short of this 
requirement as it still requires an additonal bilateral 
agreement before AEOI can start. 

Single objective confidentiality standard

The main reason for requiring an additional bilateral 
agreement appears to be to allow each country to 
provide its own assessment on every other country’s 
confidentiality standards. While the confidentiality of bank 
account details is clearly important, we should remember 
that much of the information on offshore assets should, 
if taxpayers are complying with the law, already have 
been disclosed by the taxpayer in their tax returns and so 
the information obtained by AEOI will be used for cross-
referencing. Furthermore, no confidentiality issues  
should prevent a single, objective, implementable, 
standard being created. 

There is a risk that developing countries are judged 
subjectively, and assumed to be riskier places to trust with 
data than developed countries. It should be noted that 
the challenges related to confidentiality are not restricted 
to developing countries; indeed, recent instances of data 
being compromised (excluding legitimate whistleblowing) 
have invariably been in developed countries.26 It is also 
notable that in the peer reviews conducted by the Global 
Forum on Transparency and Exchange of Information for 
Tax Purposes, developing countries such as Argentina, 
Brazil, Chile, Ghana, India, Malaysia, Mexico, Philippines 
and South Africa have all been found to be compliant 
with regards to keeping information confidential, whereas 
Austria, Luxembourg, Isle of Man, Gibraltar and Guernsey 
(all of which are committed to implementing AEOI in 
the near future) were found to be either only largely, or 
partially compliant with respect to confidentiality.27 

This suggests that a number of developing countries can 
and do ensure information is kept confidential, and that 
the repeated concerns over confidentiality raised by those 
questioning the suitability of developing countries for 
AEOI may be a result of subjective rather than objective 
thinking. Therefore rather than focussing just on ensuring 
developing countries meet varying, individual standards 
of confidentiality decided by each other country, we 
should ensure that there is one objective standard on 
confidentiality that can be respected by all.
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Temporary non-reciprocity for the poorest countries 

The easiest way to spread the cost to developing 
countries of integrating into AEOI would be to defer the 
requirements for them to reciprocate in sending their data 
out to other jurisdictions.

The Global Forum appears to implicitly agree. In the 
roadmap, it suggests that G20 countries could choose 
to send information unilaterally under spontaneous 
information exchange, or as part of partnership pilot 
projects.28 However they don’t quite have the courage 
of their convictions to recommend creating a system of 
non-reciprocal information exchange, which would be 
the most logical approach. We therefore recommend 
that non-reciprocal exchange for developing countries be 
introduced. There are various ways this could be achieved:

•	The best way would be to create an annex B to the 
MCAA, which is only open to low-income countries 
(LICs) and lower-middle-income countries (LMICs)  
that are not (and do not become) financial centres.29 
These signatories would be given a limited period  
from ratification before they would have to provide 
outbound information.

As a second-best approach:

•	All developed/G20 counties should follow the approach 
in the roadmap and provide for spontaneous exchange 
with developing countries, and so not creating an 
obligation to reciprocate. 

•	Tax havens that are not interested in receiving 
information should proactively offer ‘no strings 
attached’ non-reciprocal information exchange 
agreements with developing countries.

•	Developing countries signing up to AEOI via the  
MCAA could be subject to a special form of peer 
review. While on paper there would be a requirement 
to provide reciprocal information, in practice there 
would be no expectation for this to be met for a limited 
number of years, allowing developing countries time  
to build up their systems and processes to comply  
with this requirement.

What else is needed?

As mentioned in the introduction, AEOI isn’t the only thing 
that is needed to end tax secrecy. It is in itself a big step, 
but more work is needed if it is to fulfil its potential:

•	The loopholes in the CRS need to be closed.30 

•	Other transparency initiatives will be needed to ensure 
the best results from AEOI – e.g. public registries of 
beneficial ownership.

•	The use of AEOI is restricted to tax compliance 
purposes, but there is also potential for the data to be 
used to tackle money laundering if this was permitted.

•	There needs to be a way to effectively monitor the 
implementation of AEOI – such as transparency of the 
scale and volume of data being exchanged, to allow 
country level accountability.

•	Effective sanctions need to be established to ensure 
not just participation, but also compliance (while not 
prejudicing developing countries that have been left 
behind through no fault of their own).

•	Ambitious proposals need to be made from BEPS 
Action Point 12, on disclosure and sharing of 
information on aggressive tax planning.31 

There are also risks to countries being left out of AEOI:

•	Once the majority of developed countries and tax 
havens have adopted AEOI there will be pressure for 
sanctions on non-compliant jurisdictions. This could 
result in developing countries that are not able to 
participate in AEOI being blacklisted.

•	The proposed country-by-country reporting to tax 
authorities, giving details of the activities of multinational 
corporations (MNCs) in all countries where they operate, 
may be restricted to only those authorities with AEOI 
with the country where the MNC is headquartered.32 
This could deprive developing countries of vital 
information to tackle corporate tax dodging.

•	Leaving developing countries outside of the system 
runs the risk of enabling new tax havens to emerge.



Conclusion

Significant progress is being made on AEOI, more than 
was thought possible five years ago. Its speed in moving 
forward should inspire confidence that rapid progress can 
also be made in developing countries, countries that may 
have, proportionally, the most to gain from AEOI. 

While there is some attention being paid to developing 
countries’ participation in AEOI, it still sadly does not 
appear to be inspired by the potential benefits, but rather 
driven by external pressure and an underlying knowledge 
that developing countries must ultimately participate 
either willingly or by compulsion (they could emerge as 
new tax havens if they remain outside the system). 

The policy recommendations below seek to build on  
the progress made, and to create a process that will 
inspire rapid change. It may seem impossible now,  
but developments towards AEOI have shown that  
the impossible can be made possible in a short space  
of time. 

•	The CRS should be adjusted to remove the remaining 
loopholes.

•	The relationship between the Global Forum and the 
OECD should be reviewed.

•	The Bank of International Settlements should make its 
disaggregated data public. (e.g. cross border deposits 
and security holdings [by non-banks]).

•	The MCAA should be made a proper multilateral 
agreement so that all signatory jurisdictions have to 
share information with all other signatories.

•	Another annex should be included in the MCAA  
to allow a limited period of non-reciprocity for 
developing countries (LICs and LMICs that are  
not financial centres).

•	A clear and objective standard on confidentiality for 
AEOI should be developed.

•	A comprehensive capacity building and accommodating 
needs assessment should be conducted, and donor 
countries should commit to funding the requirements 
on a long-term basis.

•	Jurisdictions with no need to receive information 
(e.g. because they don’t tax income/offshore income) 
should commit to no-conditions-attached (bar objective 
confidentiality standards) non-reciprocal AEOI with 
developing countries.

•	A strong sanctions regime should be developed that 
will ensure both participation and compliance, but will 
not unfairly prejudice developing countries that are not 
financial centres.
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